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DETAILED ACTION 

1 . This action is in response to the communication filed on February 4, 2002. 
Claims 1-53 were originally received for consideration. No preliminary amendments for 
the claims were received. Claims 1-53 are currently being considered. 

Information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449, received on February 
4, 2002, is attached to this Office action. 

Specification 

3. The abstract of the disclosure is objected to because the abstract in an 
application filed under 35 U.S.C. 1 1 1 may not exceed 150 words in length. Correction 
is required. See MPEP § 608.01(b). 

4. The lengthy specification has not been checked to the extent necessary to 
determine the presence of all possible minor errors. Applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification. 
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Claim Objections 

5. Claim 43 is objected to because of the following informalities: Claim 43 is 
number as claim 15, and in the first line it is said to depend on claim 43. This has been 
interpreted as being number as claim 43 and being dependent on claim 42 for purposes 
of examination. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. The claims are generally narrative and indefinite, failing to conform with current 
U.S. practice. They appear to be a literal translation into English from a foreign 
document and are replete with grammatical and idiomatic errors. 

7. Regarding claim 4, the phrase "such as" renders the claim indefinite because it is 
unclear whether the limitations following the phrase are part of the claimed invention. 
See MPEP§2173,05(d). 

8. Claim 3 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. The first limitation states that setting information is stored, but 
does not designate what the setting information is, or what it is used for. 
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9. Claim 17 recites the limitation "said storing" in the first line of the claim. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

10. Claims 1-53 are rejected under 35 U.S.C. 102(b) as being anticipated by Ishiguro 
et al. (U.S. Patent 5883,958). 

Regarding claims 1 , 13 20 and 28, Ishiguro discloses: 

A data processing system comprising a recorder/reproducer and a recording 
device for executing transmission of encryption data to each other. 
The recording device has a data storing section for storing content data (column 3 lines 
14-22) that is transferable between the recorder/reproducer and the recording device, 
and at the same time, has a plurality of key blocks (column 3 lines 48-67) storing key 
data applicable at least to authentication processing between the recorder/reproducer 
and the recording device, and the key data stored in the plurality of key blocks has a 
configuration in which different key data is stored for each block (column 3 lines 66-67), 
wherein said recorder/reproducer has a configuration for, in the authentication 
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processing between the recorder/reproducer and the recording device, designating one 
key block out of the plurality of key blocks held by said recording device (column 4 lines 
4-50), and executing the authentication processing with said recording device based on 
the key data stored in the designated key block (column 4 lines 27-50), wherein a 
challenge is produced from the key. 

Claim 2, 14, and 21 are rejected as applied above in rejecting claims 1,13, and 20 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that an authentication key that is 
applicable at least to the authentication processing is included in each of the plurality of 
key blocks of said recording device, and the authentication key of each key block is 
configured as key data different from each other (column 3 lines 66-67), wherein 
different public keys are used depending on the manufacturer. 

Claims 3 and 22 are rejected as applied above in rejecting claim 1 and 20, respectively. 

Furthermore, Ishiguro discloses: 

The data processing system, characterized by having a configuration in which: 
said recorder/reproducer holds setting information in which a key block to be 

applied to the authentication processing as a designated key block in a memory in the 

recorder/reproducer (column 3 lines 42-48); and 

said recorder/reproducer designates one key block out of the plurality of key 

blocks held by said recording device based on the setting information held in the 



Application/Control Number: 09/937,509 Page 6 

Art Unit: 2131 

memory in the recorder/reproducer when the authentication processing between the 
recorder/reproducer (column 4 lines 4-50), and the recording device is performed, and 
executes the authentication processing (column 4 lines 27-50), wherein a challenge is 
produced from the key. 

Claim 4 is rejected as applied above in rejecting claim 3. Furthermore, Ishiguro 
discloses: 

The data processing system, characterized by having a configuration in which 
the designated key block setting information of said recorder/reproducer is set to be 
different for each predetermined product unit such as a model of the 
recorder/reproducer, a version or a delivery destination (column 3 lines 42-47). 

Claim 5 is rejected as applied above in rejecting claim 1 . Furthermore, Ishiguro 
discloses: 

The data processing system, characterized in that: 

said recorder/reproducer has a configuration in which authentication processing 
key data required for the authentication processing with said recording device is stored 
in the memory in the recorder/reproducer (column 3 liens 53-67); and 

authentication of the authentication processing key data stored in said memory in 
the recorder/reproducer is only established in the authentication processing using a key 
data in a block stored in a part of the plurality of key blocks in said recording device, and 
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is not established in the authentication processing using a key data in other key blocks 
(column 3 lines 53-67). 

Claims 6, and 23 are rejected as applied above in rejecting claims 1 and 20, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that: said recorder/reproducer 
stores a master key Mkake for recording device authentication key in the memory of the 
recorder/reproducer (column 3 lines 54-67); and 

an authentication key Kake that is generated based on said master key Mkake 
for recording device authentication key is an authentication key whose authentication is 
only established in the authentication processing using key data in a designated block 
set in the recorder/reproducer, and is not established in the authentication processing 
using key data in other key blocks (column 3 lines 66-67). 

Claim 7, 15, and 24 are rejected as applied above in rejecting claims 6,13, and 20, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that: 
said recording device has a configuration in which a recording device 
identification information IDmem in said memory in the recording device (column 3 lines 
23-28) and, at the same time, an authentication key Kake that is different for each key 
block is stored in each of said plurality of key blocks (column 3 lines 66-67); and 
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said recorder/reproducer has a configuration for generating the authentication 
key Kake by encryption processing of said recording device identification information 
IDmem based on the master key Mkake for recording device authentication stored in 
the memory of the recorder/reproducer, and performing the authentication processing 
with the designated key block of said recording device using the generated 
authentication key Kake (column 4 lines 27-42). 

Claims 8 and 16 are rejected as applied above in rejecting claims 1 and 13, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that each key block of said 
recording device includes recording device identifier information that is peculiar 
information of the recording device, an authentication key and a random number 
generation key to be used in the authentication processing with the recorder/reproducer, 
and a storing key to be used in encryption processing of storage data in said data 
storage section (column 4 lines 27-56). 

Claims 9, 17 and 27 are rejected as applied above in rejecting claims 8 and 16, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that: 

said storing key stored in each of the plurality of key blocks of said recording 
device is key data that is different for each key block and, at the same time, is a key to 
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be used in encryption processing with respect to stored data of said data storage 
section (column 9 lines 53-62); and 

said recording device has a configuration for executing key exchange processing 
of the storing key in the recording device, and outputting encryption data by a key 
different from the storing key to outside the recording device if utilization request of data 
that is encrypted by the storing key received from outside the recording device (column 
9 lines 53-62). 

Claims 10, 18 and 25 are rejected as applied above in rejecting claims 1,13, and 20, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that: 

said recording device has an encryption processing section (column 9 lines 50- 
67); and 

the encryption processing section has a configuration for selecting one key block 
of the plurality of key blocks of the recording device in accordance with the key block 
designation information received from said recorder/reproducer, and executing the 
authentication processing with said recorder/reproducer using the key data in the 
selected key block (column 4 lines 4-50). 

Claims 11,19 and 26 are rejected as applied above in rejecting claim 10, 18, and 20. 
Furthermore, Ishiguro discloses: 
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The data processing system, characterized in that the encryption processing 
section of said recording device has a configuration for executing the encryption 
processing executed in the data storing processing in the data storing section storing 
content data transferable between the recorder/reproducer and the recording device 
and in the data transfer processing from the data storing section, using the key data in 
one key block that is selected in accordance with the key block designation information 
received from said recorder/reproducer (column 9 lines 53-67). 

Claim 12 is rejected as applied above in rejecting claim 1 . Furthermore, Ishiguro 
discloses: 

The data processing system according to claim 1 , characterized in that there are 
a plurality of designatable key blocks in said recording device in said 
recorder/reproducer, and at least one key block in the plurality of designatable key 
blocks is configured as a commonly designatable key block that is also designatable in 
other recorder/reproducers (column 3 lines 48-67), 

Regarding claims 29,38,46 and 53, Ishiguro discloses: 

A data processing system comprising a first apparatus and a second apparatus 
for executing transmission of encryption data to each other, characterized in that: 
said second apparatus has an encryption processing section for executing encryption 
processing for transmission data with said first apparatus (column 9 lines 53-67); 
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said encryption processing section has a control section for receiving a command 
identifier transferred from said first apparatus in accordance with a setting sequence 
defined in advance, taking out a command corresponding to the received command 
identifier from a register, and having the command executed (column 3 lines 23-65, 
column 4 lines 6-15), wherein the identification is sent, and if the identification 
(command identifier) matches the entry in the key table (setting sequence) the 
authentication (command) is executed; and 

the control section has a configuration for, if the command identifier transferred 
from the first apparatus is a command identifier different from the setting sequence, 
canceling processing of command corresponding to the command identifier (column 4 
lines 16-23). 

Claims 30, 39 and 47 are rejected as applied above in rejecting claims 29, 38, and 46, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized by having a configuration in which: 
the setting sequence relating to the command identifier received from the first 
apparatus held by the control section is a command number setting sequence in which 
numbers are sequentially incremented (column 4 lines 16-23); and 

said control section stores a received value of the command number received 
from said first apparatus in a memory, determines coincidence of a new command 
number received from said first apparatus with the setting sequence based on the 
received command number stored in said memory and, if it is determined that the new 
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received command number is different from the setting sequence, executes resetting of 
the command number stored in said memory without performing command processing 
corresponding to the new received command number (column 4 lines 16-23), wherein if 
the identifier does not match the entry in the key table, the flag is reset to zero. 



Claims 31 ,40, and 48 are rejected as applied above in rejecting claims 29, 38, and 46, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that: 

said second apparatus has a command register storing a command in 
accordance with said setting sequence (column 4 lines 6-23), wherein the key table 
stores keys corresponding to received IDs (commands) and performs authentication 
using the key (column 3 lines 53-67); 

an authentication processing command sequence for executing authentication 
processing between said first apparatus and said second apparatus, and an encryption 
processing command sequence for executing encryption processing relating to 
transferred data between said first apparatus and said second apparatus (column 3 
lines 23-65, column 4 lines 6-15), wherein the identification is sent, and if the 
identification (command identifier) matches the entry in the key table (setting sequence) 
the authentication (command) is executed; and 

a sequence is set such that a command identifier corresponding to said 
authentication processing command sequence is executed in a step before a command 



Application/Control Number: 09/937,509 Page 13 

Art Unit: 2131 

sequence corresponding to said encryption processing command sequence (column 4 
lines 27-56), wherein authentication is performed before a session key is used to 
encrypt the data. 

Claims 32, 41, and 49 are rejected as applied above in rejecting claims 31, 40, and 48, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that said encryption processing 
command sequence includes at least one of a command sequence including encryption 
key exchange processing for encryption data that is transferred from said first apparatus 
to said second apparatus and stored in storing means in said second apparatus, or a 
command sequence including an encryption key exchange processing for encryption 
data that is stored in the storing means in said second apparatus and transferred from 
said second apparatus to said first apparatus (column 3 lines 23-65, column 4 lines 6- 
15). 



Claims 33, 42, and 50-51 are rejected as applied above in rejecting claims 31,40, and 
48, respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that said control section set an 
authentication flag indicating that authentication is done if authentication is established 
by the authentication processing of said first apparatus and said second apparatus, and 
executes command management control that enables execution of said encryption 
processing command sequence during the authentication flag is set, and said control 
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section resets said authentication flag in executing said authentication processing 
command sequence anew (column 3 line 49 - column 4 line 27), wherein a validation 
(authentication) flag is set if the key is valid corresponding to the ID. 

Claims 34, 43, and 52 are rejected as applied above in rejecting claims 32, 42, and 49, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized in that said data processing system 
has a configuration in which said control section manages an order of command 
execution based on said setting sequence and said command identifier in said 
encryption key exchange processing (column 4 lines 6-57), wherein authentication is 
performed before the encryption processing, and 

said control section does not accept command processing that is different from said 
setting sequence from an external apparatus including said first apparatus during a 
series of command execution relating to said key exchange processing column 3 line 49 
- column 4 line 27), wherein a validation (authentication) flag is set if the key is valid 
corresponding to the ID, and ifs not valid, authentication is not performed. 

Claim 35 is rejected as applied above in rejecting claim 29. Furthermore, Ishiguro 
discloses: 

The data processing system, characterized in that: 

said second apparatus is a storage device having a data storage section for 
storing encryption data (Figure 1 item 2); 
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said first apparatus is a recorder/reproducer for performing storing processing of 
data in said storage device, and taking out data stored in said storage device to 
reproduce and execute the data (Figure 1 item 1 1 ); and 

said recorder/reproducer has an encryption processing section for executing 
encryption processing of transferred data with said recording device (Figure 1 item 22). 

Claims 36 and 44 are rejected as applied above in rejecting claims 35, and 38, 
respectively. Furthermore, Ishiguro discloses: 

The data processing system, characterized by having a configuration in which: 
said recording device has a key block storing an authentication key applied to 
authentication processing between said recorder/reproducer and said recording device 
and a storing key as an encryption key of data stored in a data storage section in said 
recording device (column 3 lines 48-67); and 

said control section in an encryption processing section of said recording device 
receives a command identifier from said recorder/reproducer and executes 
authentication processing using the authentication key stored in said key block in 
accordance with said setting sequence (column 4 lines 4-50), and executes encryption 
processing of data accompanying key exchange processing using said storing key after 
completing the authentication processing (column 4 lines 27-42). 

Claims 37 and 45 are rejected as applied above in rejecting claims 36 and 45, 
respectively. Furthermore, Ishiguro discloses: 
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The data processing system, characterized by having a configuration in which: 
said key block is composed of a plurality of key blocks storing an authentication 
key and a storing key that are different each other (column 3 lines 48-67); and 

said recorder/reproducer notifies said recording device of one key block used in 
authentication processing and encryption processing of data as a designated key block 
out of said plurality of key blocks (column 4 lines 4-50), and said recording device 
executes authentication processing using the authentication key stored in the 
designated key block (column 4 lines 4-50) and encryption processing of data using the 
storing key (column 4 lines 27-42). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3796. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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